
REGIÓN 3 
CAUCA - NARIÑO
LESSON 3 -UNIT 1



LESSON 3. READING

Confidentiality with Symmetric Encryption
In today’s digital era, protecting information is critical to maintaining
privacy and security. Symmetric encryption is one of the oldest and
most widely used methods to ensure the confidentiality of data.
This article explains what symmetric encryption is, how it works,
and its role in safeguarding sensitive information.

What is Symmetric Encryption?
Symmetric encryption is a cryptographic method where the same
key is used to both encrypt (hide) and decrypt (reveal) information.
This process ensures that only people with access to the shared
key can understand the encrypted data.

For example, imagine writing a message in a secret code. Only
someone with the "decoder" (the encryption key) can translate the
message back into its original form.

 



How Symmetric Encryption Ensures Confidentiality

Confidentiality means keeping information private and accessible only to
authorized users. Symmetric encryption achieves this by:

Making Data Unreadable: Plaintext (original data) is converted into ciphertext
(an unreadable format).

1.

Restricting Access: Only someone with the key can decrypt the ciphertext
back into plaintext.

2.

Protecting During Transfer: Even if a message or file is intercepted during
transmission, it cannot be read without the key.

3.

Real-Life Applications of Symmetric Encryption

Symmetric encryption is used in many aspects of everyday life, such as:
Banking: Protecting your financial data during online transactions.
Messaging Apps: Securing conversations on platforms like WhatsApp.
Cloud Storage: Encrypting files uploaded to online storage to prevent
unauthorized access.



Advantages and Challenges

Advantages:
Fast: Encryption and decryption are quicker compared to other
methods like asymmetric encryption.
Efficient for Large Data: Ideal for encrypting large volumes of data,
such as databases or videos.

Challenges:
Key Sharing: Both parties must have the same key, making secure
distribution a challenge.
Scalability: Managing keys for many users or systems can become
complicated.

Popular Symmetric Encryption Algorithms
AES (Advanced Encryption Standard): Known for its speed and strong
security; widely used in modern systems.

1.

DES (Data Encryption Standard): An older algorithm now considered
less secure.

2.

3DES (Triple DES): A more secure version of DES, but slower
compared to AES.

3.



Conclusion

Symmetric encryption plays a vital role in protecting sensitive information, ensuring privacy,
and maintaining trust in digital communication. Despite challenges like key management, it
remains a cornerstone of data security due to its speed and reliability. By understanding
symmetric encryption, users can better appreciate how their personal data is safeguarded
in today’s connected world.


