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Lesson 3:
 Video - What is incident response and why is it important?
Link to the video: https://www.youtube.com/watch?v=yo7l3hn1H6I

Activity: Practical activity 

Objective: The students will demonstrate that they are able to respond
appropriately to avoid cyberattacks

Procedure: Split the class in two groups. Give each group one case, the groups
have to think and discuss about the best response they could give for the
incidents. The teacher decides which response would be the best.

https://www.youtube.com/watch?v=yo7l3hn1H6I


Case 1:
Mailchimp, a prominent platform for email marketing and newsletters, detected an

unauthorized user within its infrastructure. They stated that an intruder had
gained access to one of the tools Mailchimp uses for user account

administration and customer support.

Case 2:
Cisco, a multinational digital communications company, became aware of an
attacker within their network. Their internal investigation showed that the

attacker conducted a series of sophisticated voice phishing attacks to access a
Cisco employee’s Google account. Since the employee’s credentials were

synchronized in a browser, the attacker could easily access Cisco’s internal
systems.


